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) New Capture

@ Captuel () Start Page L Parsers

* Open Capture [ Save As | 47 Capture Settings b

File Edit View Frames Copture Filter Experis Tools Help

1 Pause @ Stop

£ Layout v Wy Parser Profiles v = Options @) How Dol v

Netwark Conversations

X

Display Fiter

X

[E] E’z AllTraffic

AnyDesk.exe (3528)
Creative Cloud Helper .exe (16516)

T Apply & Remove

& History 7, Load Filter v

g SaveFilter (2 Clear Text

Frame Summary

GaFind v 3 1 [F Autoscroll

2 ColorRules (4 Aliases v

Frame Number Time Date Local Adjusted  Tme Offset  Process Name  Source Destriaton  Protocel Name  Description "
LINE exe (7060) 1 230:23PM 05 Nov-25  0.0374196 NetmonFiter  NetmonFilter:Updated Capture Filter: None
-4 Other Traffic 2 230:23PM 05 Nov-25  0.0374196 NetworkInfoEx NetwerkInfoEx:Network info for , Network Adzpter Count = 1
2] <unlonn> 3 L30:23PM0SNov-25  0.0374196 637014835 172163378 UDP Uopichort = HITPS(343), Dsfort = 0222 Lengt - 1250
K L30:23PM0SNov-25  0.0374196 1637014835 172163378 UDP UDPiSrcPort - HTTPS(343), DstPort - 60222, Length - 1240
s 230:23PMOSNov-25  0.0374196 637014835 172163378 UDP Picort - HTPS(s43), Do — G022z, et - 52
6 2IZPMOSNov-25  0.0377738 637014835 172163078 UDP - -9
7 2:30:23PM 05 Nov-25 37773 370435 17216357 UoP oo - 129
3 LIZPMOSNov-25  0.0377735 637014835 17216357 UDP UDP:SrcPort = HITPS(3443), DstPort = 60222, Length = 5
3 L3ZPMOSNov-25  0.0392551 17216,33,75  163.70.146.35  UDP (443), Length = 50
i LIZPMOSNov-25 00905703 chromeexe 163701482 172463378 TLS TLSTLS RecLayer-1 55L Applcation Data
11 2:30:23PM05Nov-25  0.0569466 chrome.exe  163.70.148.2 172163378 TS TLS:TLS Rec Laver 155L Application Data
2 LIZPMOSNOV-25 00563653 chromesxe  172.16,33.78  163.70.1482 TP TcP Fiogs= cPort=52628, DstPor t=HTTPS{443), Payloadlen=0, Seq=2566602771, Ack=16¢
13 2:30:23PM05Nov-25  0.0575191 dhrome.exe  172.16.33.78  163.70.148.2 TS SiTLS 155 Application Data
1 LI:ZPMOSNov-25  0.0B0125 chromesxe 163701492 172163378 TP TGP Hoga= ... SEO=TPS(343), Dar=52028, Pioaden=0, Sea= 1603966653, Ak=2¢
15 Z30:Z3PMOSNov-25  0.06583% 1637014635 172163378 UDP UDP:SrcPort = HITPS(3#43), DstPort = 60222, Length =
i LIZEMOSNOv-25  0.0852104 17216,33.1%  170.16.33.255 UDP UDP:SrcPort = 44845, DstPort = 5246, Length = 738
17 LI0ZEMOSNov-25  0.4763525 17216337 1721617 DS DNS:QueryId = 0XE30S, QUERY (Standard query), Query for vww.msftcomnecttest,com of type Host
o L30:23EM 05Nov-25 0.4770215 1721617 172163578 Ois DNS:QuervId = 0XE3DS, OUERY (Standard auery). Response - Success, 42.95.140.224, 42.99.140.23 ¥
< >
Frame Details X |[Hex Deteils X
£2 Width »|prot Off: Frame Off: Sel Bytes:
Version 3423500 € Displayed: 1535 Dropped: 0 Captured: 1535 Pending: 0 Focused Selected:
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MNo. Time Source Destination Protocol Lengtl Info "
i 834 14.517937 172.16.33.78 3.85.65.121 TCP 55 5415@ = 443 [ACK] Seq=1 A
i 835 14.518324 163.768.148.2 172.16.33.78 TLSv1.2 98 Application Data
i 837 14.518887 172.16.33.78 163.78.148.2 TLSv1.2 9@ Application Data
848 14.648256 52.35.11.124 172.16.33.78 TLSv1.2 99 Application Data
841 14.648256 52.35.11.124 172.16.33.78 TLSv1.2 144 Application Data, Applica
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| 854 15.311736 172.16.33.78 52.35.11.124 TLSv1.2 275 Application Data
859 15.58338@ 172.16.33.78 163.78.148.2 TCP 1446 52828 » 443 [ACK] Seq=52@
863 15.58338@ 172.16.33.78 163.78.148.2 TLSv1.2 1274 Application Data
v
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Ethernet II, Src: HewlettPacka 3b:49:8@ (7@:5a:ef @5 dc 9f ef 48 @@ 80 @6 48 2f ac 1@ 21 4e :
Internet Protocol Version 4, Src: 172.16.33.78, D @b 7c c4 a3 el bb fd c3 db 61 4c 99 9e ad :

c
S 83 ff e6 82 8@ @2 17 B3 B3 87 9c 09 B0 08 ¢
Transmission Control Protocol, Src Port: 58345, Ds ®0 Be 4b BF 77 ad c7 83 4b de f9 5 95 ¢7 -
7f ff 26 64 Se f1 22 dc 54 95 2c 23 ed 26 €
ba ec 7@ ad fc fb cl ae 14 52 b9 91 9c @f ¢
27 68 ef 91 @4 45 a6 11 d9 64 de 48 74 4d 1]
68 63 d7 e7 78 ad 73 24 T2 b5 18 77 ca @1 1]
bc 7e 15 4d 93 2a ef a6 1c 8c 4d 3c 85 1f ¢
9d a7 f6 28 5F 69 @9 e6 72 dd @7 T9 af c7 ¢
ea Tl e4 6e c9 ac 18 7c 9b 95 65 3@ e2 5c 1
a5 bl 7f 2b c6 b2 2c 37 fa a4 79 49 al dl ¢

98 18 9d c1 53 ad 88 =6 44 9c e2 8c fb 8c ¥
< >« >

© 7 Ethemnet: <live capture in progress> Packets: 864 - Displayed: 251 (29.1%) || Profile: Default
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Your PC ran into a problem and needs to restart. We're
just collecting some error info, and then we'll restart for
you.

20% complete

AT o ntaellgymiaeiii (Blue Screen)
i - https://th.wikipedia.org/wiki/lg:Bsodwindowseo.png

) 1593aUTUTINUANITIVBITEUY (Event Viewer %38 System Log)
Wlevnanimsmasteiinnann 1wy TWdssuuidenne iefinnudaudewedlusunsy
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Uu BIOS / Boot Menu wasliaiin (Notebook)

Notebook / Laptop Bios Key Boot Menu Key

Acer F2 F12

ASUS F2 Esc
Compaq F10 Esc, F9
Dell F2 F12
Fujitsu F2 F12
HP F10 Esc, F9

Lenovo F1, F2 F12

NEC F2 F5

Samsung F2 Esc
Sharp F2 =
Sony FILF2 F3 | FI

Toshiba F2 F12

A7 m Bios Key wag Boot Menu Key vainsadlindn

fian - https://www.nongit.com/blog/boot-menu-pc-nb.html

¥
Uy BIOS / Boot Menu pauimasuuunsliz (PC)

PC / Desktop Bios Key Boot Menu Key
ASUS DEL F8
Gigabyte DEL, F2 F12

MSI DEL F1

Intel F2 F10

Asrock F2 F1l

EVGA DEL F7

Lenovo FI F2 F12, F8, FiO
HP F1 Esc

IBM Fl F12

Dell F2 F12

Acer DEL F12

A o Bios Key ay Boot Menu Key U93AaUfIlnasuuUAlAg

s : https://www.nongit.com/blog/boot-menu-pc-nb.html
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%50k Control Panel/Settings va9szuuUfuRn1sIulad

[l Programs and Features - o x
<« v 4 [@ > Control Panel » All Control Panel ltems > Programs and Features v @  SearchPrograms and Features 9
Control Panel Home Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
& Turn Windows features on or
off Organize ~ = @
Neme - Publisher Installed On  Size Version A
B Adobe Creative Cloud Adobe Inc. 14-Oct-25 821MB 680821
B Adobe Photoshop 2025 Adobe Inc. 03-Nov-25 52068 261115
I Adobe Photoshop 2026 Adobe Inc. 03-Nov-25 548GB 270025
B AnyDesk AnyDesk Software GmbH 03-Nov-25 200MB  2d9.09
() Apple Software Update Apple Inc. 07-Jul-25 238MB 2.13.127
(@ BitTorrent BitTorrent Limited 19-Jun-25 711047197
@ Bonjour Apple Inc. 07-Jul-25 200MB  3.00.10
A cPUID HWMenitor 1.56 CPUID, Inc. 27-0et-25 601MB 156
. CrowdStrike Windows Sensor CrowdStrike, Inc. 13-0ct-25 113MB 7.28.200080
(B EaseUs Partition Master EaselS 22-5ep-25 523MB 1815
[ Folderlco Maxim Gapchenko 06-Jun-25 140 MB
FZAFoxit Reader Foxit Corporation 22-4pr-25 392MB 543920
@ Google Chrome Google LLC 27-0ct-25 141.0.7390.123
(/) HP Support Solutions Framewerk HP Inc. 2-Apr-25 585MB  13.0.1.131
LINE LINE Corporation 22-4pr-25 9.1.2337
€ Microsoft Edge Microsoft Corporation 03-Nov-25 142.0.3595.53
1) Microsoft Office LTSC Professional Plus 2021 - en-us  Microsoft Corporation 24-0ct-25 16.0,14334.20344
@ Microsoft OneDrive Microsoft Corporation 03-Nov-25 432MB 25.124.1005.0003
[ Microsoft Update Health Tools Microsoft Corporation 2-Apr-25 1.02MB 37400 v
“—_ Currently installed programs Total size: 6.9 GB
[,] 26 programs installed
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@ Ethernet Status x Metwork Connection Details =
General Netwark Connection Details:
~
Connection Property o Velue
[Pv4 Cannectivity: Internet Connection-specific DN aru.ac th
o Description Realtek PCle GbE Family Contraller

IPv6 Connectivity: Mo network access Physical Address 70-5A-0F-3B-45-80

Media State: Enabled DHCP Enabled Yes

Duration: 02:27:26 IPv4 Address 172.16.33.78

Speed: 100.0 Mbps IPwd Subnet Mask 2552552550
Lease Obtained Tuesday, October 28, 2025 8:01:16 A

Details... Lease Expires Tuesday, October 28, 2025 11:01:45
|Pvd Default Gateway 172.16.33.254
IPv4 DHCP Server 1721612
Activity IPvd DNS Servers 172.161.7
- 172.16.33.241
Sent LE Received IPwd WINS Server
"’:a-j;f MNetBIOS over Tepip En...  Yes

Bytes: 138,433,695 3,379,281,109 Linkdocal IPvE Address  fe80::3dfe:62bc:cdd5ic7adig
|IPv6 Default Gateway v
< T >
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EFD Software. (L/57u). HD Tune: TUsunsuessausslovunsiaaauansafaan/SSD.
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